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Silo™ Research Toolbox Dark Web

Dark Web Made Safe and Accessible

Dangerous organizations and people operate in the shadows. If you are
going to find them online, you have to go on the dark web. But the dark
web is hazardous:

¢ Adversaries and criminals employ sophisticated counter-surveillance
tools

* They booby-trap their sites with malware

* They actively recruit legitimate analysts and researchers for illicit
purposes

As a result, resource-constrained organizations (e.g., local law

enforcement) too often lack dark web access. Large organizations (e.g.,

federal agencies) usually build separate “dirty” infrastructures which

are expensive, labor intensive, slow, and opaque. There is a better way.

Silo Research Toolbox Dark Web

Silo is the foundation of Toolbox-DW; it is a one-time-use browser built
on-demand in a secure, cloud-based container. All web code is rendered
in the cloud and converted into a high-fidelity remote display of the
session, protecting endpoints from malware, ransomware, and drive-by
downloads. All web activity is logged. Privileges to upload/download and
to access restricted URLs are policy controlled.

Toolbox is a managed attribution and research suite layered over Silo.
It allows researchers to spoof their true location in over 30 different

Primary Benefits

Defeat dark web counter-
surveillance

Quarantine dark web
malware

Monitor all employee dark
web activity
- Manage their workflow

- Deter illicit use of Tor
access

Access dark web from

existing IT infrastructure

- Reduce annual cost of
dark web access

- Reduce IT support
workload

- Increase speed and
performance

Enable research
collaboration

Improve research quality

countries worldwide, manipulate their hardware and software fingerprints, and to collect, annotate,
and securely store internet-based Publicly Available Information (PAl). It includes tools for post-fetch

language translation, web code and traffic analysis, and linkage tracking.
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Three Toolbox instances. Left: US Tor node for .onion sites
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Browser Isolation, Managed Attribution, and the Tor Network
Toolbox-DW provides simple and safe “point & click” access to Specifications
dark web (Tor) content over existing infrastructure. Toolbox-DW i
. . Supported Windows (XP-10),

extends the Authentic8 global egress network to include platforms mac0S, Linux, i0S
designated .onion-capable nodes. Each node is connected via
IPSec, but converts requests to SOCKS for access to the Tor System . 1?&‘)3'\%0&1%\7
network. Each Tor connection is built from scratch based on a requirements
randomly selected ingress node, relay, and egress node. Client SSL Port 442

. Proprietary remote

interfaces display

Egress node World-wide from the

ASTLS locations Americas, Asia, EMEA
¥ Java Java JRE v6-v8
support isolated in sandbox
A8TLS
Analysis Code analysis, TCP
tools capture, more

Firefox store; any

SPLuglgrt plugin not requiring
PP restart
x-term Configurable with
support SSH key bindings
. Encrypted user and

Logging admin logs
Access to the dark web is seamlessly integrated for Toolbox- Within admin console
DW users, not a separate Tor browser. Analysts have a single Log access (non-encrypted),

or via API

pane of glass to conduct research on the open, deep, and
dark web. Managers have oversight of collection, research,
and investigative activity. Administrators have policy control

over user privileges. Executives have the protection of non-
repudiable audit logs of all online activity. [

ABOUT | Authentic8 is redefining how enterprises conduct business on the web with the Silo web
isolation platform. Silo insulates and isolates all web data and code execution from user endpoints,

providing powerful, proactive security while giving users full, interactive access to the web. Silo also
embeds security, identity, and data policies directly into browser sessions, giving IT complete control
over how the web is used. Commercial enterprises and public sector organizations use Silo solutions
to provide secure web access, to control web data, apps, and workflows, and to conduct sensitive
online research. Try Silo now at www.authentic8.com.
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